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Preface

Previous editions of Computer Networks And Internets have received incredibly
positive reviews; I especially thank readers who have taken the time to write to me per-
sonally. In addition to students who use the text in courses, networking professionals
have written to praise its clarity and describe how it helped them pass professional cer-
tification exams. Many enthusiastic comments have also arrived about foreign transla-
tions. The success is especially satisfying in a market glutted with networking books.
This book stands out because of its breadth of coverage, logical organization, explana-
tion of concepts, focus on the Internet, and appeal to both professors and students.

In response to suggestions from readers and recent changes in networking, the new
edition has been completely reorganized, revised, and updated. Descriptions of older
technologies has been reduced or eliminated. Material on data communications, which
is becoming an essential staple of networking courses, has been expanded and placed in
Part II of the text. The networking chapters build on the data communication basics,
and describe both wired and wireless networking. In addition, to emphasize the new
802.11 wireless standards, the discussion of wireless includes cellular telephone techno-
logies because cellular systems currently offer data services and will soon be adopting
Internet protocols.

Recent discussions about networking courses have engendered a debate about the
bottom-up or top-down approach. In bottom-up, a student learns the lowest-level de-
tails, and then learns how the next higher levels use the lower-levels to provide expand-
ed functionality. In top-down, one starts with a high-level application and only learns
enough of the next lower layer to understand how the application can operate. This text
combines the best of each. The text begins with a discussion of network applications
and the communication paradigms that the Internet offers. It allows students to under-
stand the facilities the Internet provides to applications before studying the underlying
technologies that implement the facilities. Following the discussion of applications, the
text presents networking in a logical manner so a reader understands how each new
technology builds on lower layer technologies.

The text is intended for upper-division undergraduates or beginning graduate stu-
dents, who have little or no background in networking. It does not use sophisticated
mathematics, nor does it assume a knowledge of operating systems. Instead, the text
defines concepts clearly, uses examples and figures to illustrate how the technology
operates, and states results of analysis without providing mathematical proofs.

The text answers the basic question “how do computer networks and internets
operate?” in the broadest sense. It provides a comprehensive, self-contained tour



XXiv Preface

through all of networking that describes low-level details such as data transmission and
wiring, network technologies such as LANs and WAN:Ss, internetworking protocols, and
applications. It shows how protocols use the underlying hardware and how applications
use the protocol stack to provide functionality for users.

The text is divided into five parts. The first part focuses on uses of the Internet
and network applications. It describes protocol layering, the client-server model of in-
teraction, the socket API, and gives examples of application-layer protocols used in the
Internet.

The second part (Chapters 5—12) explains data communications and gives back-
ground on both the underlying hardware and concepts such as modulation, multiplexing,
and channel coding. Chapters discuss transmission modes, and define terms such as
bandwidth and baud. The final chapter in the second part presents access and intercon-
nection technologies used in the Internet, and explains how each technology implements
concepts from previous chapters.

The third part (Chapters 13—19) focuses on packet switching and packet switching
technologies. Chapters give the motivation for using packets, introduce the IEEE model
for layer 2 protocols, and consider wired and wireless networking technologies. The
third part also introduces the four basic categories: LAN, MAN, PAN, and WAN, and
discusses routing in WANSs. The final chapter presents examples of network technolo-
gies that have been used in the Internet.

The fourth part (Chapters 20—27) focuses on the Internet protocols. After discuss-
ing the motivation for internetworking, the text describes Internet architecture, routers,
Internet addressing, address binding, and the TCP/IP protocol suite. Protocols such as
IP, TCP, UDP, ICMP, and ARP are reviewed in detail, allowing students to understand
how the concepts relate to practice. Chapter 26 on TCP covers the important and deep
topic of reliability in transport protocols.

The final part of the text (Chapters 28—32) considers topics that cross multiple
layers of a protocol stack, including network performance, network security, network
management, bootstrapping, and multimedia support. In each case, the chapter draws
on topics from previous parts of the text. The placement of these chapters at the end of
the text follows the approach of defining concepts before they are used, and does not
imply that the topics are less important.

The text is ideally suited for a one-semester introductory course on networking
taught at the junior or senior level. Designed for a comprehensive course, it covers the
entire subject from wiring to applications. I encourage instructors to engage students
with hands-on assignments. In the undergraduate course at Purdue, for example, stu-
dents are given weekly lab assignments that span a wide range of topics: from network
measurement and packet analysis to network programming. By the time they finish our
course, each student is expected to: know how an IP router uses a table to forward IP
datagrams; describe how a datagram crosses the Internet; identify and explain fields in
an Ethernet frame; know how TCP identifies a connection and why a concurrent Web
server can handle multiple connections to port 80; compute the length of a single bit as
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it travels across a gigabit Ethernet; explain why TCP is classified as end-to-end; and
know why DSL can send data over wires that are also being used for an analog tele-
phone call.

The goal of a single course is breadth, not depth — to cover the subject, one can-
not focus on a few technologies or a few concepts. Thus, the key to a successful course
lies in maintaining a quick pace. To cover the most important topics in a semester, the
lower-layer material in Part 2 can be condensed, and the sections on networks and inter-
networking can be allocated four weeks each, leaving two weeks for the introductory
material on applications and topics such as network management and security. The de-
tails of socket programming can be covered in programming exercises.

Instructors should impress on students the importance of concepts and principles:
specific technologies may become obsolete in a few years, but the principles will
remain. In addition, instructors should give students a feeling for the excitement that
pervades networking.

Although no single topic is challenging, students may find the quantity of material
daunting. In particular, students are faced with a plethora of new terms. Networking
acronyms and jargon can be especially confusing; students spend much of the time
becoming accustomed to using proper terms. In classes at Purdue, we have found that a
weekly vocabulary quiz helps students to learn terminology as the semester proceeds.

Because programming and experimentation are crucial to helping students learn
about networks, hands-on experience is an essential part of any networking coursef. At
Purdue, we begin the semester by having students construct client software to access the
Web and extract data (e.g., write a program to print the current temperature). Appendix
1 is extremely helpful in getting started: the appendix explains a simplified API. The
API, which is available on the web site, allows students to write working code before
they learn about protocols, addresses, sockets, or the (somewhat tedious) socket API.
Later in the semester, of course, students learn socket programming. Eventually, they
are able to write a concurrent web server (support for server-side scripting is optional,
but most students complete it). In addition to application programming, students use
our lab facilities to capture packets from a live network, write programs that decode
packet headers (e.g., Ethernet, IP, and TCP), and observe TCP connections. If ad-
vanced lab facilities are not available, students can experiment with free software, such
as Ethereal.

Giving students access to a network builds enthusiasm and encourages experimen-
tation — our experience shows that students who have access to a live network under-
stand and appreciate the subject better. Thus, if a dedicated packet analyzer is not
available, an analyzer can be created by installing appropriate shareware software on a
standard PC.

The web site for the text contains materials that make teaching easier and help
readers understand the material. For students without access to networking facilities,
the web site contains examples of packet traces; students can write programs that read a
trace and process packets as if they have been captured from the network. For instruc-
tors, the web site contains course materials, figures from the text that can be used in

TA lab manual, Hands-On Networking, is available that describes possible experiments and assignments
that can be performed on a variety of hardware, including a single computer or a set of computers on a local
area network.
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presentations, and animated figures that help clarify the concepts. The site also contains
materials not in the text, including photographs of network wiring and equipment as
well as files of data that can be used as input to student projects. The web site is:

http : //www.netbook. cs. purdue. edu

I thank all the people who have contributed to this edition of the book. Fred Baker
and Dave Oran at Cisco suggested topics of importance. Lami Kaya suggested the
overall reorganization, helped formulate the content of the data communications
chapters, reviewed the text, and made many other valuable suggestions. Lami has
agreed to manage the web site. Special thanks go to my wife and partner, Christine,
whose careful editing and helpful suggestions made many improvements throughout.

Douglas E. Comer

March, 2008


http://www.netbook.cs.purdue.edu

Preface XXVii

About The Author

Dr. Douglas Comer is an internationally recognized expert on TCP/IP pro-
tocols, computer networking, and the Internet. One of the researchers who con-
tributed to the Internet as it was being formed in the late 1970s and 1980s, he
was a member of the Internet Architecture Board, the group responsible for
guiding the Internet’s development. He was also chairman of the CSNET
technical committee, a member of the CSNET executive committee, and chair-
man of DARPA’s Distributed Systems Architecture Board.

Comer has consulted for industry on the design of computer networks. In
addition to giving talks in US universities, each year Comer lectures to academ-
ics and networking professionals around the world. Comer’s operating system,
Xinu, and implementation of TCP/IP protocols (both documented in his text-
books), have been used in commercial products.

Comer is a Distinguished Professor of Computer Science at Purdue Univer-
sity. He is currently on leave from Purdue, serving as VP of Research Colla-
boration at Cisco Systems. Recently, Comer has taught courses on networking,
internetworking, computer architecture, and operating systems. He has
developed innovative labs that provide students with the opportunity to gain
hands-on experience with operating systems, networks, and protocols. In addi-
tion to writing a series of best-selling technical books that have been translated
into sixteen languages, he served as the North American editor of the journal
Software — Practice and Experience for twenty years. Comer is a Fellow of
the ACM.

Additional information can be found at:

www.cs.purdue.edu/people/comer


www.cs.purdue.edu/people/comer

This page intentionally left blank



Enthusiastic Comments About
Computer Networks And Internets

“The book is one of the best that I have ever read. Thank you.”

Gokhan Mutlu
Ege University, Turkey

“I just could not put it down before I finished it. It was simply superb.”

Lalit Y. Raju
Regional Engineering College, India

“An excellent book for beginners and professionals alike — well written,
comprehensive coverage, and easy to follow.”

John Lin
Bell Labs

“The breadth is astonishing.”

George Varghese
University of California at San Diego

“It’s truly the best book of its type that I have ever seen. A huge vote of
thanks!”

Chez Ciechanowicz
Info. Security Group, University Of London

“The miniature webserver in Appendix 1 is brilliant — readers will get a big
thrill out of it.”

Dennis Brylow
Marquette University

“Wow, what an excellent text book.”

Jaffet A. Cordoba
Technical Writer

(continued on next page)



More Comments About
Computer Networks And Internets

“The book’s great!”

Peter Parry
South Birmingham College, UK

“Wow, when I was studying for the CCNA exam, the clear explanations in this
book solved all the problems I had understanding the OSI model and TCP/IP
data transfer. It opened my mind to the fascinating world of networks and
TCP/1P.”

Solomon Tang
PCCW, Hong Kong

“An invaluable tool, particularly for programmers and computer scientists desir-
ing a clear, broad-based understanding of computer networks.”

Peter Chuks Obiefuna
East Carolina University

“The textbook covers a lot of material, and the author makes the contents very
easy to read and understand, which is the biggest reason I like this book. It’s
very appropriate for a 3-credit class in that a lot of material can be covered.
The student’s positive feedback shows they too appreciate using this text-
book.”

Jie Hu
Saint Cloud State University

“Despite the plethora of acronyms that infest the discipline of networking, this
book is not intimidating. Comer is an excellent writer, who expands and ex-
plains the terminology. The text covers the entire scope of networking from
wires to the web. I find it outstanding.”

Jennifer Seitzer
University of Dayton



Other Books In the Internetworking Series
from Douglas Comer and Prentice Hall

Internetworking With TCP/IP Volume I: Principles, Protocols and Archi-
tectures, 5th edition: 2005, ISBN 0-13-187671-6

The classic reference in the field for anyone who wants to understand Internet tech-
nology, Volume I surveys the TCP/IP protocol suite and describes each component.
The text covers protocols such as IP, ICMP, TCP, UDP, ARP, SNMP, and RTP, as well
as concepts such as Virtual Private Networks and Address Translation.

Internetworking With TCP/IP Volume II: Design, Implementation, and
Internals (with David Stevens), 3rd edition: 1999, ISBN 0-13-973843-6

Volume II continues the discussion of Volume I by using code from a running im-
plementation of TCP/IP to illustrate all the details.

Internetworking With TCP/IP Volume III: Client-Server Programming
and Applications (with David Stevens)
Linux/POSIX sockets version: 2000, ISBN 0-13-032071-4
AT&T TLI Version: 1994, ISBN 0-13-474230-3
Windows Sockets Version: 1997, ISBN 0-13-848714-6

Volume III describes the fundamental concept of client-server computing used to
build all distributed computing systems, and explains server designs as well as the tools
and techniques used to build clients and servers. Three versions of Volume III are
available for the socket API (Linux/POSIX), the TLI API (AT&T System V), and the
Windows Sockets API (Microsoft).

Network Systems Design Using Network Processors, Intel 2xxx version,
2006, ISBN 0-13-187286-9

A comprehensive overview of the design and engineering of packet processing sys-
tems such as bridges, routers, TCP splicers, and NAT boxes. With a focus on network
processor technology, Network Systems Design explains the principles of design,
presents tradeoffs, and gives example code for a network processor.

The Internet Book: Everything you need to know about computer network-
ing and how the Internet works, 4th Edition 2007, ISBN 0-13-233553-0

A gentle introduction to networking and the Internet that does not assume the
reader has a technical background. It explains the Internet in general terms, without
focusing on a particular computer or a particular brand of software. Ideal for someone
who wants to become Internet and computer networking literate; an extensive glossary
of terms and abbreviations is included.

For a complete list of Comer’s textbooks, see:

WWWw.comerbooks.com


www.comerbooks.com

This page intentionally left blank



PART |

Introduction To
Networking And
Internet Applications

An overview of networking
and the interface that
application programs use
to communicate across
the Internet

Chapters

1 Introduction And Overview

2 Internet Trends

3 Internet Applications And Network
Programming

4 Traditional Internet Applications



Chapter Contents

1.1 Growth Of Computer Networking, 1

1.2 Why Networking Seems Complex, 2

1.3  The Five Key Aspects Of Networking, 2

14 Public And Private Parts Of The Internet, 6
1.5 Networks, Interoperability, And Standards, 8
1.6 Protocol Suites And Layering Models, 9

1.7  How Data Passes Through Layers, 11

1.8  Headers And Layers, 12

1.9 ISO and the OSI Seven Layer Reference Model, 13
1.10  The Inside Scoop, 13

1.11 Remainder Of The Text, 14

1.12  Summary, 15



Introduction And Overview

1.1 Growth Of Computer Networking

Computer networking has grown explosively. Since the 1970s, computer commun-
ication has changed from an esoteric research topic to an essential part of the infrastruc-
ture. Networking is used in every aspect of business, including advertising, production,
shipping, planning, billing, and accounting. Consequently, most corporations have mul-
tiple networks. Schools, at all grade levels from elementary through post-graduate, are
using computer networks to provide students and teachers with instantaneous access to
online information. Federal, state, and local government offices use networks, as do
military organizations. In short, computer networks are everywhere.

The growth and uses of the global Internetf are among the most interesting and ex-
citing phenomena in networking. In 1980, the Internet was a research project that in-
volved a few dozen sites. Today, the Internet has grown into a production communica-
tion system that reaches all populated countries of the world. Many users have high-
speed Internet access through cable modems, DSL, or wireless technologies.

The advent and utility of networking has created dramatic economic shifts. Data
networking has made telecommuting available to individuals and has changed business
communication. In addition, an entire industry emerged that develops networking tech-
nologies, products, and services. The importance of computer networking has produced
a demand in all industries for people with more networking expertise. Companies need
workers to plan, acquire, install, operate, and manage the hardware and software sys-
tems that constitute computer networks and internets. In addition, computer program-
ming is no longer restricted to individual computers — network programming is re-

FThroughout this text, we follow the convention of writing Internet with an uppercase “I” to denote the
global Internet.
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quired because all programmers are expected to design and implement application
software that can communicate with applications on other computers.

1.2 Why Networking Seems Complex

Because computer networking is an active, exciting field, the subject seems com-
plex. Many technologies exist, and each technology has features that distinguish it from
the others. Companies continue to create commercial networking products and services,
often by using technologies in new unconventional ways. Finally, networking seems
complex because technologies can be combined and interconnected in many ways.

Computer networking can be especially confusing to a beginner because no single
underlying theory exists that explains the relationship among all parts. Multiple organi-
zations have created networking standards, but some standards are incompatible with
others. Various organizations and research groups have attempted to define conceptual
models that capture the essence and explain the nuances among network hardware and
software systems, but because the set of technologies is diverse and changes rapidly,
models are either so simplistic that they do not distinguish among details or so complex
that they do not help simplify the subject.

The lack of consistency in the field has produced another challenge for beginners:
instead of a uniform terminology for networking concepts, multiple groups each attempt
to create their own terminology. Researchers cling to scientifically precise terminology.
Corporate marketing groups often associate a product with a generic technical term or
invent new terms merely to distinguish their products or services from those of competi-
tors. Thus, technical terms are easily confused with the names of popular products. To
add further confusion, professionals sometimes use a technical term from one technolo-
gy when referring to an analogous feature of another technology. Consequently, in ad-
dition to a large set of terms and acronyms that contains many synonyms, networking
jargon contains terms that are often abbreviated, misused, or associated with products.

1.3 The Five Key Aspects Of Networking

To master the complexity in networking, it is important to gain a broad back-
ground that includes five key aspects of the subject:

e Network Applications And Network Programming
e Data Communications

e Packet Switching And Networking Technologies

e Internetworking With TCP/IP

e Additional Networking Concepts And Technologies
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1.3.1 Network Applications And Network Programming

The network services and facilities that users invoke are each provided by applica-
tion software — an application program on one computer communicates across a net-
work with an application program running on another computer. Network application
services span a wide range that includes email, file transfer, web browsing, voice tele-
phone calls, distributed databases, and audio and video teleconferencing. Although each
application offers a specific service with its own form of user interface, all applications
can communicate over a single, shared network. The availability of a unified underly-
ing network that supports all applications makes a programmer’s job much easier be-
cause a programmer only needs to learn about one interface to the network and one
basic set of functions — the same set of functions are used in all application programs
that communicate over a network.

As we will see, it is possible to understand network applications, and even possible
to write code that communicates over a network, without understanding the hardware
and software technologies that are used to transfer data from one application to another.
It may seem that once a programmer masters the interface, no further knowledge of net-
working is needed. However, network programming is analogous to conventional pro-
gramming. Although a conventional programmer can create applications without under-
standing compilers, operating systems, or computer architecture, knowledge of the
underlying systems can help a programmer create more reliable, correct, and efficient
programs. Similarly, knowledge of the underlying network system allows a program-
mer to write better code. The point can be summarized:

A programmer who understands the underlying network mechanisms
and technologies can write network applications that are more reli-
able, correct, and efficient.

1.3.2 Data Communications

The term data communications refers to the study of low-level mechanisms and
technologies used to send information across a physical communication medium, such
as a wire, radio wave, or light beam. Data communications is primarily the domain of
Electrical Engineering, which studies how to design and construct a wide range of com-
munication systems. Data communications focuses on ways to use physical phenomena
to transfer information. Thus, many of the basic ideas are derived from the properties
of matter and energy that have been studied by physicists. For example, we will see
that the optical fibers used for high-speed data transfer rely on the properties of light
and its reflection at a boundary between two types of matter.

Because it deals with physical concepts, data communications may seem somewhat
irrelevant to our understanding of networking. In particular, because many of the terms
and concepts refer to physical phenomena, the subject may only seem useful for en-
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gineers who design low-level transmission facilities. For example, modulation tech-
niques that use physical forms of energy, such as electromagnetic radiation, to carry in-
formation appear to be irrelevant to the design and use of protocols. However, we will
see that several key concepts that arise from data communications influence the design
of many protocol layers. In the case of modulation, the concept of bandwidth relates
directly to network throughput.

As a specific case, data communications introduces the notion of multiplexing that
allows information from multiple sources to be combined for transmission across a
shared medium and later separated for delivery to multiple destinations. We will see
that multiplexing is not restricted to physical transmission — most protocols incorporate
some form of multiplexing. Similarly, the concept of encryption introduced in data
communications forms the basis of most network security. Thus, we can summarize the
importance:

Although it deals with many low-level details, data communications
provides a foundation of concepts on which the rest of networking is
built.

1.3.3 Packet Switching And Networking Technologies

In the 1960s, a new concept revolutionized data communications: packet switching.
Early communication networks had evolved from telegraph and telephone systems that
connected a physical pair of wires between two parties to form a communication circuit.
Although mechanical connection of wires was being replaced by electronic switches, the
underlying paradigm remained the same: form a circuit and then send information
across the circuit. Packet switching changed networking in a fundamental way, and
provided the basis for the modern Internet: instead of forming a dedicated circuit, pack-
et switching allows multiple senders to transmit data over a shared network. Packet
switching builds on the same fundamental data communications mechanisms as the
phone system, but uses the underlying mechanisms in a new way. Packet switching
divides data into small blocks, called packets, and includes an identification of the in-
tended recipient in each packet. Devices throughout the network each have information
about how to reach each possible destination. When a packet arrives at one of the de-
vices, the device chooses a path over which to send the packet so the packet eventually
reaches the correct destination.

In theory, packet switching is straightforward. However, many designs are possi-
ble, depending on the answers to basic questions. How should a destination be identi-
fied, and how can a sender find the identification of a destination? How large should a
packet be? How can a network recognize the end of one packet and the beginning of
another packet? If many computers are sending over a network, how can they coordi-
nate to insure that each receives a fair opportunity to send? How can packet switching
be adapted to wireless networks? How can networking technologies be designed to
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meet various requirements for speed, distance, and economic cost? Many answers have
been proposed, and many packet switching technologies have been created. In fact,
when one studies packet switching networks, a fundamental conclusion can be drawn:

Because each network technology is created to meet various require-
ments for speed, distance, and economic cost, many packet switching
technologies exist. Technologies differ in details such as the size of
packets and the method used to identify a recipient.

1.3.4 Internetworking With TCP/IP

In the 1970s, another revolution in computer networking arose: the concept of an
Internet. Many researchers who investigated packet switching looked for a single pack-
et switching technology that could handle all needs. In 1973, Vinton Cerf and Robert
Kahn observed that no single packet switching technology would ever satisfy all needs,
especially because it would be possible to build low-capacity technologies for homes or
offices at extremely low cost. The solution, they suggested, was to stop trying to find a
single best solution, and instead, explore interconnecting many packet switching techno-
logies into a functioning whole. They proposed that a set of standards be developed for
such an interconnection, and the resulting standards became known as the TCP/IP In-
ternet Protocol Suite (usually abbreviated TCP/IP). The concept, now known as inter-
networking, is extremely powerful. It provides the basis of the global Internet, and
forms an important part of the study of computer networking.

One of the primary reasons for the success of TCP/IP standards lies in their toler-
ance of heterogeneity. Instead of attempting to dictate details about packet switching
technologies, such as packet sizes or the method used to identify a destination, TCP/IP
takes a virtualization approach that defines a network-independent packet and a
network-independent identification scheme, and then specifies how the virtual packets
are mapped onto each possible underlying network.

Interestingly, TCP/IP’s ability to tolerate new packet switching networks is a ma-
jor motivation for the continual evolution of packet switching technologies. As the In-
ternet grows, computers become more powerful and applications send more data, espe-
cially graphic images and video. To accommodate increases in use, engineers invent
new technologies that can transmit more data and process more packets in a given time.
As they are invented, new technologies are incorporated into the Internet along with ex-
tant technologies. That is, because the Internet tolerates heterogeneity, engineers can
experiment with new networking technologies without disrupting the existing networks.
To summarize:
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The Internet is formed by interconnecting multiple packet switching
networks. Internetworking is substantially more powerful than a sin-
gle networking technology because the approach permits new techno-
logies to be incorporated at any time without requiring the replace-
ment of old technologies.

1.4 Public And Private Parts Of The Internet

Although it functions as a single communication system, the Internet consists of
parts that are owned and operated by individuals or organizations. To help clarify own-
ership and purpose, the networking industry uses the terms public network and private
network.

1.4.1 Public Network

A public network is run as a service that is available to subscribers. Any individu-
al or corporation who pays the subscription fee can use the network. A company that
offers communication service is known as a service provider. The concept of a service
provider is quite broad, and extends beyond Internet Service Providers (ISPs). In fact,
the terminology originated with companies that offered analog voice telephone service.
To summarize:

A public network is owned by a service provider, and offers service to
any individual or organization that pays the subscription fee.

It is important to understand that the term public refers to the general availability
of service, not to the data transferred. In particular, many public networks follow strict
government regulations that require the provider to protect communication from unin-
tended snooping. The point is:

The term public means a service is available to the general public;
data transferred across a public network is not revealed to outsiders.

1.4.2 Private Network

A private network is controlled by one particular group. Although it may seem
straightforward, the distinction between public and private parts of the Internet can be
subtle because control does not always imply ownership. For example, if a company
leases a data circuit from a provider and then restricts use of the circuit to company traf-
fic, the circuit becomes part of the company’s private network. The point is:
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A network is said to be private if use of the network is restricted to
one group. A private network can include circuits leased from a pro-
vider.

Networking equipment vendors divide private networks into four categories:

e Consumer
e Small Office/ Home Office (SOHO)
Small-To-Medium Business (SMB)

e Large Enterprise

Because the categories relate to sales and marketing, the terminology is loosely de-
fined. Although it is possible to give a qualitative description of each type, one cannot
find an exact definition. Thus, the paragraphs below provide a broad characterization of
size and purpose rather than detailed measures.

Consumer. One of the least expensive forms of private network consists of a LAN
owned by an individual — if an individual purchases an inexpensive LAN switch and
uses the switch to attach a printer to a PC, the individual has created a private network.
Similarly, a wireless router constitutes a private network that a consumer might pur-
chase and install.

Small Office/Home Office (SOHO). A SOHO network is slightly larger than a
consumer network. A typical SOHO network connects two or more computers, one or
more printers, a router that connects to the Internet, and possibly other devices, such as
a cash register. Most SOHO installations include a battery-backup power supply and
other mechanisms that allow them to operate without interruption.

Small-To-Medium Business (SMB). An SMB network can connect many comput-
ers in multiple offices in a building, and can also include computers in a production fa-
cility (e.g., in a shipping department). Often an SMB network contains multiple Layer-
2 switches interconnected by routers, uses a broadband Internet connection, and may in-
clude wireless access points.

Large Enterprise. A large enterprise network provides the IT infrastructure needed
for a major corporation. A typical large enterprise network connects several geographic
sites with multiple buildings at each site, uses many Layer-2 switches and routers, and
has two or more high-speed Internet connections. Enterprise networks usually include
both wired and wireless technologies.

To summarize:

A private network can serve an individual consumer, a small office, a
small-to-medium business, or a large enterprise.
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1.5 Networks, Interoperability, And Standards

Communication always involves at least two entities, one that sends information
and another that receives it. In fact, we will see that most packet switching communica-
tion systems contain intermediate entities (i.e., devices that forward packets). The im-
portant point to note is that for communication to be successful, all entities in a network
must agree on how information will be represented and communicated. Communication
agreements involve many details. For example, when two entities communicate over a
wired network, both sides must agree on the voltages to be used, the exact way that
electrical signals are used to represent data, procedures used to initiate and conduct
communication, and the format of messages.

We use the term interoperability to refer to the ability of two entities to communi-
cate, and say that if two entities can communicate without any misunderstandings, they
interoperate correctly. To insure that all communicating parties agree on details and
follow the same set of rules, an exact set of specifications is written down. To summar-
ize:

Communication involves multiple entities that must agree on details
ranging from the electrical voltage used to the format and meaning of
messages. To insure that entities can interoperate correctly, rules for
all aspects of communication are written down.

Following diplomatic terminology, we use the term communication protocol, net-
work protocol, or protocol to refer to a specification for network communication. A
given protocol specifies low-level details, such as the type of radio transmission used in
a wireless network, or describes a high-level mechanism such as the messages that two
application programs exchange. We said that a protocol can define a procedure to be
followed during an exchange. One of the most important aspects of a protocol concerns
situations in which an error or unexpected condition occurs. Thus, a protocol usually
explains the appropriate action to take for each possible abnormal condition (e.g., a
response is expected, but no response arrives). To summarize:

A communication protocol specifies the details for one aspect of com-
puter communication, including actions to be taken when errors or
unexpected situations arise. A given protocol can specify low-level
details, such as the voltage and signals to be used, or high-level items,
such as the format of messages that application programs exchange.
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1.6 Protocol Suites And Layering Models

A set of protocols must be constructed carefully to ensure that the resulting com-
munication system is both complete and efficient. To avoid duplication of effort, for
example, each protocol should handle a part of communication not handled by other
protocols. How can one guarantee that protocols will work well together? The answer
lies in an overall design plan: instead of creating each protocol in isolation, protocols
are designed in complete, cooperative sets called suites or families. Each protocol in a
suite handles one aspect of communication; together, the protocols in a suite cover all
aspects of communication, including hardware failures and other exceptional conditions.
Furthermore, the entire suite is designed to allow the protocols to work together effi-
ciently.

The fundamental abstraction used to collect protocols into a unified whole is
known as a layering model. In essence, a layering model describes how all aspects of a
communication problem can be partitioned into pieces that work together. Each piece is
known as a layer; the terminology arises because protocols in a suite are organized into
a linear sequence. Dividing protocols into layers helps both protocol designers and im-
plementors manage the complexity by allowing them to concentrate on one aspect of
communication at a given time.

Figure 1.1 illustrates the concept by showing the layering model used with the In-
ternet protocols. The visual appearance of figures used to illustrate layering has led to
the colloquial term stack. The term is used to refer to the protocol software on a com-
puter, as in “does that computer run the TCP/IP stack?”

Application LAYER 5
Transport LAYER 4
Internet LAYER 3
Network Interface LAYER 2
Physical LAYER 1

Figure 1.1 The layering model used with the Internet protocols (TCP/IP).

Later chapters will help us understand layering by explaining protocols in detail.
For now, it is sufficient to learn the purpose of each layer and how protocols are used
for communication. The next sections summarize the role of the layers; a later section
examines how data passes through layers when computers communicate.
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Layer 1: Physical

Protocols in the Physical layer specify details about the underlying transmission
medium and the associated hardware. All specifications related to electrical properties,
radio frequencies, and signals belong in layer 1.

Layer 2: Network Interfacef

Protocols in the Network Interface layer specify details about communication
between higher layers of protocols, which are usually implemented in software, and the
underlying network, which is implemented in hardware. Specifications about network
addresses and the maximum packet size that a network can support, protocols used to
access the underlying medium, and hardware addressing belong in layer 2.

Layer 3: Internet

Protocols in the Internet layer form the fundamental basis for the Internet. Layer 3
protocols specify communication between two computers across the Internet (i.e., across
multiple interconnected networks). The Internet addressing structure, the format of In-
ternet packets, the method for dividing a large Internet packet into smaller packets for
transmission, and mechanisms for reporting errors belong in layer 3.

Layer 4: Transport

Protocols in the Transport layer provide for communication from an application
program on one computer to an application program on another. Specifications that
control the maximum rate a receiver can accept data, mechanisms to avoid network
congestion, and techniques to insure that all data is received in the correct order belong
in layer 4.

Layer 5: Application

Protocols in the top layer of the TCP/IP stack specify how a pair of applications
interact when they communicate. Layer 5 protocols specify details about the format and
meaning of messages that applications can exchange as well as procedures to be fol-
lowed during communication. Specifications for email exchange, file transfer, web
browsing, telephone services, and video teleconferencing all belong in layer 5.

TSome publications use the term Data Link in place of Network Interface. In a later section, we will see
that ambiguity can arise because another layering model uses Data Link for layer 2.
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1.7 How Data Passes Through Layers

Layering is not merely an abstract concept that helps one understand protocols. In-
stead, protocol implementations follow the layering model by passing the output from a
protocol in one layer to the input of a protocol in the next layer. Furthermore, to
achieve efficiency, rather than copy an entire packet, a pair of protocols in adjacent
layers pass a pointer to the packet. Thus, data passes between layers efficiently.

To understand how protocols operate, consider two computers connected to a net-
work. Figure 1.2 illustrates layered protocols on the two computers. As the figure
shows, each computer contains a set of layered protocols. When an application sends
data, the data is placed in a packet, and the outgoing packet passes down through each
layer of protocols. Once it has passed through all layers of protocols on the sending
computer, the packet leaves the computer and is transmitted across the underlying phys-
ical networkf. When it reaches the receiving computer, the packet passes up through
the layers of protocols. If the application on the receiving computer sends a response,
the process is reversed. That is, a response passes down through the layers on its way
out, and up through the layers on the computer that receives the response.

Computer 1 Computer 2

Transport

Net. Interface

Figure 1.2 Illustration of how data passes among protocol layers when com-
puters communicate across a network. Each computer has a set
of layered protocols, and data passes through each layer.

1The figure shows only one network. When we study Internet architecture, we will learn about inter-
mediate devices called routers and see how layered protocols operate in an Internet.
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1.8 Headers And Layers

We will learn that each layer of protocol software performs computations that in-
sure the messages arrive as expected. To perform such computation, protocol software
on the two machines must exchange information. To do so, each layer on the sending
computer prepends extra information onto the packet; the corresponding protocol layer
on the receiving computer removes and uses the extra information.

Additional information added by a protocol is known as a header. To understand
how headers appear, think of a packet traveling across the network between the two
computers in Figure 1.2. Headers are added by protocol software as the data passes
down through the layers on the sending computer. That is, the Transport layer prepends
a header, and then the Internet layer prepends a header, and so on. Thus, if we observe
a packet traversing the network, the headers will appear in the order that Figure 1.3 il-
lustrates.

/ 1: Physical header (possible, but not likely)

2: Network Interface header

3: Internet header

4: Transport header
| ‘

< message the application sent

Y

Figure 1.3 The nested protocol headers that appear on a packet as the packet
travels across a network between two computers. In the diagram,
the beginning of the packet (the first bit sent over the underlying
network) is shown on the left.

Although the figure shows headers as the same size, in practice headers are not of
uniform size, and a physical layer header is optional. We will understand the reason for
the size disparities when we examine header contents. Similarly, we will see that the
physical layer usually specifies how signals are used to transmit data. Thus, one does
not expect to find a Physical layer header.
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1.9 ISO and the OSI Seven Layer Reference Model

At the same time the Internet protocols were being developed, two large standards
bodies jointly formed an alternative reference model. They also created a set of inter-
networking protocols. The organizations are:

e International Organization for Standardization (ISO)

e International Telecommunications Union, Telecommunication
Standardization Sector (ITU-T)f,

The ISO layering model is known as the Open Systems Interconnection Seven-Layer
Reference Model. Confusion arises in terminology because the acronym for the proto-
cols, OSI, and the acronym for the organization, ISO, are similar. One is likely to find
references to both the OSI seven-layer model and to the ISO seven-layer model. Figure
1.4 illustrates the seven layers in the model.

Application LAYER 7
Presentation LAYER 6
Session LAYER 5
Transport LAYER 4
Network LAYER 3
Data Link LAYER 2
Physical LAYER 1

Figure 1.4 The OSI seven-layer model standardized by ISO.

1.10 The Inside Scoop

Like most standards organizations, ISO and the ITU use a process that accommo-
dates as many viewpoints as possible when creating a standard. As a result, some stan-
dards can appear to have been designed by a committee making political compromises
rather than by engineers and scientists. The seven-layer reference model is controver-
sial. It did indeed start as a political compromise. Furthermore, the model and the OSI
protocols were designed as competitors for the Internet protocols.

ISO and the ITU are huge standards bodies that handle the world-wide telephone
system and other global standards. The Internet protocols and reference model were

TWhen the standard was first created, the ITU was known as the Consultative Committee for Internation-
al Telephone and Telegraph (CCITT).
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created by a small group of about a dozen researchers. It is easy to see why the stan-
dards organizations might be confident that they could dictate a set of protocols and
everyone would switch away from protocols designed by researchers. At one point,
even the U.S. government was convinced that TCP/IP should be replaced by OSI proto-
cols.

Eventually, it became clear that TCP/IP technology was technically superior to
OS], and in a matter of a few years, efforts to develop and deploy OSI protocols were
terminated. Standards bodies were left with the seven-layer model, which did not